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Introduction

The aim of this document is to explain how to login to RCCS
supercomputer using PUTTY and its utility PuTTYgen.
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Install PUuTTY

PuTTY can be downloaded from the following site:
https://www.putty.org/

(Follow the link in the “Download PuTTY” section.)
MSI (Windows Installer) version is recommended.
We will also use PUTTY and PuTTYgen.

If you already have PuTTY but not PuTTYgen, please install standalone
version of PuTTYgen (puttygen.exe) from the link in “Alternative binary
files” section of the download site.


https://www.putty.org/

SSH key creation (1)

Launch PuTTYgen. If you installed MSI installer version,
PuTTYgen can be found in Start Menu.
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SSH key creation (2)

RCCS recommends following types of keys.

- RSA 4096 bits (select RSA & modify number at lower right to 4096)
- ECDSA (256, 384, or 521 hits)

- ED25519
Use RSA 4096 if you have no preference.
@’ PuTTY Key Generator ? X
File Key Conversions Help
2. Click to generate key
Generate al peblic/lpri\.rate key pair < Generate )
1. Select key type
P ROESISTE

(3. After clicking “Generate”, move mouse cursor around.)



SSH key creation (3)

Once key generation finished, new items will be shown in the window.

2. RCCS recommends
passphrase of 10

or more characters and
containing all the
following 4 types of
characters.

- lower-case character
- upper-case character
- number

- symbol

g PuTTY Key Generator

File Key Conversions Help

Kew
Public key for pasting into Open5SH authorized_keys file:

Key fingerprint: |SS h—rsa 4006

rea—key-20190528

Key comment:

ey passphrase: 0000000000
Confirm passphrase: |........... |

Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
LIy =1=y% () DsA

Mumber of hits in a generated key:

() ECDSA

Save public key

() ED25519

Generate

Load

Save privategey

() 88H-1 (RSA)

4094

- Generated private key file must be kept secret.
- OpenSSH type private key can be obtained from “Conversions” menu (if needed).
- Public key can be restored from the private key; try “Load” button.

1. This is the public key
we need. You should
save this key in a file.
(Please copy whole the
key. This window is
often too small for some
types of keys.)

3. Click to save the
private key.

You might want to choose
easy-to-understand
filename such as
rccs.ppk or ccfep.ppk.



Reqister Public Key

Before login, you need to register the public key.

The procedure of the public key registration is available
from the following link.
https://ccportal.ims.ac.|p/en/account/

Don’t use the key from “Save public key” button of PuTTYgen.
Key displayed at “Public key for pasting into OpenSSH...”
part of PuTTYgen window is the one what we expect.

The private key file must be kept secret.


https://ccportal.ims.ac.jp/en/account/

Login (1)

Did you register public key? OK, let’s launch PuUTTY.

Category:

PuTTY Configuration

— | pe=t=t=1 e 1]
- Logging
— Terminal
- Reyvhoard
- Bell
- Features
—| Wind ow
- Appesrance
- Behaviour
- Translation
+ Selection
L Colours
— Connection

Ahout

Hzlp

? X

Basic options for yvour PuTTY session

Specify the destination vou want to connect to

Host Mame (or IP address) Port
| |22
Connaction type: - - -
) Raw L Telnet ' Rlogin ' 35H L) Serial
Load, save or delete a3 stored session
Saved Sessions
Default Settings L oad
Save
Delete

Close window on exit:

L) Always L) Mever ®) by on clean exit

Cpen Cancel




Login (2)

In [Session], type “ccfep.ims.ac.jp” in the Host Name box.

PuTTY Configuration ? X

Category:

I_;IEessionl Basic options for yvour PuTTY session
ogging

EI-TerminaI specify the destination vou want to connect to

- Keyhoard ddress) Port

- Bell cofepims.ac.ipl ‘ ‘22
- Features
= Wind o
- Appesrance
- Behaviour
- Translation
[F Selection
- Colours
= Connection .

- Data Default Settings L oad
- Prosy
- Telnet
-~ Rlegin
H-S5H

- Sarial

Connaction type: - - -
) Raw L Telnet ' Rlogin ' 35H L) Serial

Load, save or delete a3 stored session

Saved Sessions

Save

Delete

(|

Close window on exit: o
L) Always L) Mever ®) by on clean exit

About Hzlp Cpen Cancel




Login (3)

Move to [Connection] -> [Data] and fill your ID in the username box.

PuTTY Configuration ? X
Category:
EI Session Data to send to the server
¢ Logging . .
5} Terminal Login details QUSGI‘ I D (three Ietter I D
- Feyhoard Auto—login username uid]
4 A
Ee” When username is not specified: g Ven by RCCS)
- Features (®) Prompt () Use system username (Motoshi Kamiva,
= Wind o ’
Appealr"ance Terminal details
- Bahawviour
—Translation Terminal-type string ‘x‘ter’m ‘
[+ Selection Terminal spesds ‘3840038400 ‘
- Colours
= € gaoagtion Ernvironment variahles
-AData
S T Wariahle | | Add
- Talnet
- Rlogin Value | | Remowe
[+ 55H
- Sarial
About Hzlp | Cpen | Cancel

(This step can be skipped. In that case, you will be asked upon connection.)



Login (4)

Move to [Connection] -> [Data] -> [SSH] and specify private key (.ppk file)

PuTTY Configuration ? X
Category:
- Keyhoard A Options contrelling S2H authentication
- Bell
- Features I Display pre—authentication banner (SSH-2 onky)
= Windonw || Bypass authentication entirely (SSH-2 onky)
- Appesrance
- Bahawviour Authentication methods
|:| -SDEI' ns1|:§|t|on M Attempt authentication using Pageant
----Cilizrfn LI Attempt TIS or CryptoGard auth (S8H-1)
= Connection b Attempt “kevhoard—interactive” auth (SSH-2)
Ei;iy Authentication parametars
- Talnet LI Allow agent forwarding
-~ Rlegin LI Allow attempted changss of username in SSH-?

EIISSE Private k PRCEI
o K
~Hest keys -FI'DH.‘ Browse.. D

j%?f specify private key file generated

= Tunnels Wlth PUTTYgen

- Bugs
- More bugs v

(|

About Hzlp | Cpen | Cancel




Login (5)

Move to [Session], save settings, and then login.

PuTTY Configuration

- Reyvhoard

- Bell

- Features

= Wind o

- Appesrance
- Behaviour

- Translation
[F Selection

- Colours

= Connection

- Data

- Prosy

- Telnet

-~ Rlegin

= 55H

Basic options for yvour PuTTY session

Specify the destination vou want to connect to

Host Mame (or IP address) Port
|cc‘Fep.ims.ac.jp ‘ ‘22
Connaction type: - - -

) Raw L Telnet ' Rlogin ' 35H L) Serial

Load, save or delete a3 stored session

Sessions
@Lﬁi&%@ﬂl@ﬂfor this ca

Default Settings

RCC%_

Load

Save

Delete

Close window on exit:
L) Always

L) Mever

®) by on clean exit

)nnection

2. Click to save
into the list

Cancel

3. Let’s login!



Loqgin (6)

- « r 4

Upon first connection, alert message will be shown.

PUTTY Security Alert X
| The server's host key is not cached in the registry. You 1. CheCk the flngerprlnt, thlS mUSt
! . have no guarantee that the server is the computer you . . . .
ik Y _ match with either of the fingerprint
The server's ssh-gd25519 kev fingerprint is: . .
ssh-ed25519 255 e3:a9:bb:6f.e4:a9:37:fd:98:14:54:16:3¢:81:2d:aa |/ N the ||St beIOW.

If you trust this host, hit Yes to add the key 1o

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

2. Go ahead if the server fingerprint is valid.

WAZ(N) *vvt)l N>

- ad:de:79:30:81:b0:b1.6a:17:15:6f.ea:f4:b4:3b:de (MD5)
- €3:a9:bb:6f:e4:29:37:fd:98:14:54:16:3c:81:2d:aa (MD5)
« 07:7e:df:7b:16:47:a8:15:7¢:48:b0:a3:d3:86:71.6a (MD5)

Fingerprints
of valid

server keys + WnEM30z4AxyDJ9XI/DdGr2PINeocivFRR8v5krXHEMdU (SHA256)
+ OKL38Yn/kBeelpAuxyKwenEwX|tPxr9ZElolfVgXvbl (SHA256)
* Nhg+9Lgj3XeuW//A/j7jqgUJIIxXWehryCtStlp1Dirs (SHA256)






Login (8)

Once you types correct passphrase, login to RCCS frontend
server will be granted.

& @ccfep5i~ - 0 X

Note: if you launch Pageant and your key is registered, passphrase won’t be
asked upon connection. (You need to type passphrase upon registration to Pageant.)



