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Introduction

The aim of this document is to explain how to login to RCCS
supercomputer using MobaXterm.
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Install MobaXterm

MobaXterm can be downloaded from the following site:
https://mobaxterm.mobatek.net/
Please install it according to the instruction.

« Both of Home Edition & Professional Edition have SSH capability.

« We use Portable version of Home Edition in this guide.
(Installer version would also work correctly.)


https://mobaxterm.mobatek.net/

SSH key generation (1)

Launch MobaXterm and select “MobaKeyGen” in “Tools™ menu.
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SSH key generation (2)

Choose key type and then click “Generate” button.

:lMKbeZmSSHvalpt “ | * 0Old versions of MobaXterm do not
ey support new RSA SHA2 algorithms
No ko (rsa-sha2-256/512).

Click to generate key (after Please use newer MobaXterm version.
clicking button, move mouse
cursor around for a while)

Actions 3

Generate a public/private key pair Generate

Load an existing private key file Load

Choose key.type

Save the generated key

Parameters

Type of key to generate: 1 o : o 2
L' RSA L DA ) ECDSA ®) EdDSA L) Sal (R%)

Curve to use for generating this key: Ed25519 (255 bits) ~ SpeCify key Iength

- Ed25519 (check EADSA and choose Ed25519 in the box)t
Recommended - ECDSA (256, 384, or 521 bits)
Key Types - RSA 4096 bits (choose RSA and input 4096 in the box)*

(If you have no preference, please try Ed25519.)

TEd448 keys won’t be accepted for now.



SSH key generation (3)

Once key generation finished, new items will be shown.

RCCS recommends
passphrase of 10 or
more characters and
containing all the
following 4 types of
characters.

- lower-case

- upper-case

- number

- symbol

(5; MobaXterm SSH Key Generator

File Key Conversions Help

ey for 1
ssh—ed25519 addsa—key—
20220308
Key fingerprint: ssh—ed25510 255
Key commen t eddsa—key—20220308
Key passphrase: 90000000000 0008 -
J
Confirm passphrase: |................ <
Actions
Genarats a public/privats key pair Generate
Load an existing private key file Load
Save the generated hey Save public key I Save private key
Parameters 3
Type of key to generate:
L RSA ) DA [V ECDSA (®) EdDSA L) 85H-1 (RSA)

Curve to use for generating this key: Ed25518 (255 hits)

A

- Generated private key file must be kept secret.
- OpenSSH type private key can be obtained from “Conversions” menu (if needed).
- Public key can be restored from the private key; try “Load” button.

This is the public key

we need. You should
save this key in a file.
(Please copy whole the
key (starting from ssh-
or ecdsa-). This window
is often too small for
some types of keys.)

Click to save the

private key.

You might want to choose
easy-to-understand
filename such as
rccs.ppk or ccfep.ppk.



Regqister Public Key

Before login, you need to register the public key.

The procedure of the public key registration is available
from the following link.

https://ccportal.ims.ac.jp/en/account/

Don’t use key from “Save public key” button of MobaKeyGen.
Key displayed at “Public key for pasting into OpenSSH...”
part of MobaKeyGen window is the one what we need.

Also, the private key file must be kept secret.


https://ccportal.ims.ac.jp/en/account/

Login (1)

Return to the initial view and click “Session” icon.
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Login (2)

Create new SSH session.
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Login (3)

Input server information in the window.

Session settings

Input host name “ccfep.ims.ac.j

K Basic SSH settings ]

N B B X @ & @ @ ¥ @ m @ x H
SSH Telnet Rsh Xdmcp RDP  VNC FTP  SFTP Serial File Shell Browser Mosh Aws S3 WSL

F%Dheck this and input RCCS user name

Remote host

* ‘ccfep.ims.ac.jp |

Advanced SSH settings Terminal settings

X11-Forwarding

Execute command: | ‘

i ‘

SSH-browser type: |SFTP protocol

| Jse private k

—

id_rsa ‘

Bpecify usernam
three te%%ers I%

*e- Network settings

Port 22 %
given by RCCS)

Bookmark settings

3 Click to open setting tab

Compression Remote environment: |Interactive shel v|

[ ] Do not exit after command ends -

[ 1 Follow SSH path (experimental)

[ ] Adapt locales on remote server

5 @ OK

! CREERTHIS B spacify private key file

@ Cancel

Finally, click to connect



Login (4)

Passphrase will be asked upon connection.
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(The message depends on key type (OpenSSH or PuTTY); this sample uses PuTTY type key.)



Login (5)

If everything works fine, you can successfully login to RCCS.
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Tips (1): X11

MobaXterm has Xserver functionality.
You can use X window appllcatlon without special settings.
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(If X11-forwarding item in welcome message is checked, X11 would be available.)



Tips (2): verify server

MobaXterm won’t verify server upon first connection.

You can enable server verification by checking
“Validate host identity at first connection” item in
[Settings] menu > [Configuration].



Tips (3): SFTP

MobaXterm has SFTP function. In case of SSH connection, the red squared
region works as SFTP subsystem. You can download files using this window.
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(SFTP specific session can also be created.)
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